Bright)

Publisher

Submitted 15 December 2025
Accepted 28 February 2026
Published 22 August 2026

Corresponding author
Hussain Ahmad Awad,
haawad@aau.edu.jo

Additional Information and
Declarations can be found on
page 190

DOI: 10.47738/ijrm.v3i3.56

@ Copyright
2026 Hawad and Jaradat

Distributed under
Creative Commons CC-BY 4.0

Deep Learning-Based Digital Twin
Framework for Real-Time Water
Network Anomaly Detection

Hussain Ahmad Awad'’, Mohammed-Issa Riad Jaradat?

TAmman Arab University, Jordan
2Al Al-Bayt University, Jordan

ABSTRACT

Urban water distribution systems are critical infrastructures that require continuous
monitoring to prevent water loss caused by leaks and operational anomalies.
Conventional monitoring approaches often struggle to detect early-stage anomalies
due to the complexity and temporal dynamics of multivariate sensor data. This study
proposes a Deep Learning based Digital Twin framework for real time anomaly
detection in urban water networks. The framework integrates a Deep LSTM
Autoencoder with a Digital Twin architecture to model normal operational behavior
and identify deviations through reconstruction error analysis. The model was trained
exclusively on normal operational data and optimized using a Receiver Operating
Characteristic based threshold selection strategy. Experimental evaluation on time
series sensor data demonstrated that the proposed approach achieved a recall of
0.74 for leak detection and an Area Under the Curve value of 0.750, indicating reliable
discrimination between normal and anomalous conditions. The results show that
temporal sequence learning significantly enhances anomaly detection capability in
complex water distribution systems. By synchronizing real time anomaly detection
with a Digital Twin environment, the proposed framework enables proactive
monitoring, improved situational awareness, and predictive maintenance support for
smart city water management applications.

Keywords Digital Twin, Deep Learning, LSTM Autoencoder, Anomaly Detection, Smart Water
Network

INTRODUCTION

Urban water distribution systems play a crucial role in supporting residential,
industrial, and public activities within modern cities. As urban populations
continue to grow, the demand for reliable and efficient water supply systems
increases significantly. However, water leakage remains one of the most
persistent challenges in water infrastructure management [1]. Undetected leaks
contribute to substantial water loss, financial inefficiencies, increased energy
consumption, and long-term infrastructure deterioration. In many regions, non-
revenue water caused by leakage represents a significant percentage of total
water production, highlighting the need for advanced monitoring and early
detection mechanisms [2]. Traditional leak detection methods often rely on
manual inspections, acoustic sensing, or simple threshold-based monitoring,
which may not adequately capture the dynamic and complex behavior of large-
scale water networks.

The rapid development of Internet of Things technologies has enabled the
deployment of distributed sensors across water distribution systems, generating
large volumes of multivariate time series data [3]. These sensors monitor
parameters such as pressure, flow rate, pump status, and water levels in real
time. While this data rich environment creates opportunities for intelligent
monitoring, it also introduces challenges related to data complexity, temporal
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dependencies, and anomaly identification. Conventional statistical techniques
and rule-based approaches are often insufficient to model nonlinear interactions
among multiple variables over time. As a result, advanced artificial intelligence
methods have gained attention for their ability to learn complex patterns directly
from data without requiring explicit physical modeling assumptions.

Recent state of the art research has explored the application of machine
learning and deep learning techniques for leak detection and anomaly
identification in water networks [4]. Supervised learning algorithms such as
Support Vector Machines and Random Forest have been employed for
classification-based detection tasks. More recently, deep learning architectures
including Convolutional Neural Networks and Long Short-Term Memory
networks have demonstrated strong performance in modeling temporal
dependencies within time series data. In particular, LSTM based Autoencoders
have shown promising capability in learning normal operational behavior and
detecting anomalies through reconstruction error analysis. At the same time,
Digital Twin technology has emerged as an advanced framework for
synchronizing physical infrastructure systems with virtual representations,
enabling simulation, monitoring, and predictive analytics within smart city
environments [5].

Despite these advancements, several research gaps remain in the integration
of deep learning-based anomaly detection within Digital Twin architectures for
urban water systems. Many existing studies focus either on predictive modeling
or on Digital Twin simulation without fully combining both components into a
unified real time monitoring framework. Furthermore, threshold selection
strategies for anomaly classification are often determined heuristically rather
than through systematic optimization methods, which can limit operational
reliability. There is also limited research that investigates the use of sequence
based Autoencoder models trained exclusively on normal operational data for
anomaly detection in water networks, particularly within a synchronized Digital
Twin environment that supports real time visualization and decision support.

To address these limitations, this study proposes a Deep Learning based Digital
Twin framework for real time anomaly detection in urban water distribution
systems. The proposed approach integrates a Deep LSTM Autoencoder trained
on normal operational sequences with a Receiver Operating Characteristic
based threshold optimization method to enhance detection performance. By
embedding anomaly detection outputs into a Digital Twin monitoring
environment, the framework enables synchronized visualization, temporal
analysis of system behavior, and proactive maintenance decision making. This
research contributes to the advancement of intelligent infrastructure
management by combining deep learning sequence modeling with Digital Twin
technology to improve reliability, efficiency, and sustainability in smart city water
networks.

Literature Review

Water leakage detection in urban distribution systems has attracted significant
research attention due to its economic and environmental consequences. Early
approaches primarily relied on hydraulic modeling and pressure monitoring
techniques to identify abnormal system behavior [6], [7]. These methods
commonly employed threshold-based analysis and mass balance principles to
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detect deviations in flow and pressure patterns. Although effective in controlled
environments, such techniques often struggle to handle large scale networks
with dynamic operational variability [8]. Statistical time series modeling methods
were later introduced to improve detection sensitivity, but their ability to model
nonlinear multivariate interactions remained limited [9].

With the advancement of machine learning technologies, data driven
approaches became increasingly prominent in leak detection applications.
Supervised classification models such as Support Vector Machines, Decision
Trees, and Random Forests have been widely adopted to distinguish between
normal and abnormal operating conditions [10], [11]. These approaches
demonstrated improved detection accuracy compared to rule-based systems;
however, their performance heavily depends on labeled datasets and effective
feature engineering strategies. Ensemble learning techniques were later
proposed to enhance classification robustness and reduce variance in
prediction outcomes across complex water network datasets [12].

More recently, deep learning architectures have been introduced to address
limitations in conventional machine learning methods. Convolutional Neural
Networks have been applied to extract spatial features from sensor signals,
while Recurrent Neural Networks and Long Short-Term Memory models have
shown superior capability in modeling temporal dependencies within
multivariate time series data [13], [14]. LSTM based Autoencoders, in particular,
have gained attention for unsupervised anomaly detection tasks, where the
model learns normal operational behavior and identifies anomalies through
reconstruction error analysis [15], [16]. These methods reduce reliance on
labeled anomaly data and are well suited for real world infrastructure systems
characterized by rare fault events [17].

In parallel with artificial intelligence advancements, Digital Twin technology has
emerged as a transformative framework for infrastructure monitoring and smart
city applications. A Digital Twin provides a synchronized virtual representation
of physical assets, enabling real time monitoring, simulation, and predictive
analysis [18]. In the context of water distribution networks, Digital Twins have
been utilized for hydraulic simulation, operational optimization, and system
resilience assessment [19]. However, many implementations focus primarily on
visualization and simulation rather than embedding advanced anomaly
detection mechanisms within the Digital Twin environment [20].

Despite substantial progress in both deep learning-based anomaly detection
and Digital Twin technologies, limited research has fully integrated temporal
deep learning models into a unified Digital Twin framework for real time water
leakage detection. This gap highlights the need for comprehensive approaches
that combine sequence-based learning, systematic threshold optimization, and
synchronized virtual monitoring to enhance intelligent water infrastructure
management.

Methodology

This study proposes a Deep Learning based Digital Twin framework for real
time anomaly detection in urban water distribution systems by integrating
multivariate time series modeling with a synchronized virtual monitoring
environment. The overall research workflow is illustrated in figure 1, which
outlines the sequential stages of the proposed framework, including data

Hawad and Jaradat (2026) Int. J. Res. Metav. 182



International Journal Research on Metaverse

preprocessing, temporal sequence construction, deep learning model training,
anomaly scoring and threshold optimization, and Digital Twin integration. These
stages form a comprehensive pipeline that transforms raw sensor data into
actionable anomaly detection outputs within a virtual monitoring system.

Temporal Sequence
Modeling

Data Preprocessing

Model Development

{ Deep LSTM Autoencoder

|
—

Threshold
Optimization

Tlf

Evaluation Metrics

Anomaly Scoring

‘ accuracy precision
Area Under the ROC
Curve

‘ recall F1 score \

Figure 1 Research Step

The dataset consists of sensor measurements such as pressure levels, flow
rates, pump status indicators, and other hydraulic variables, each associated
with a timestamp and a binary anomaly label. The preprocessing stage begins
with merging multiple training datasets into a unified dataset to increase
variability and robustness. All timestamps are converted into standardized
datetime format and sorted chronologically to preserve temporal continuity.
Feature scaling is applied using Min Max normalization to ensure numerical
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stability during neural network training. Each feature is transformed according
to

X—X.;
Xscaled = X—mm

max ~ Xmin

(1)

which rescales the data into the range between 0 and 1 and prevents dominant
influence from features with larger numeric magnitudes.

To capture temporal dependencies within the water distribution system, a sliding
window mechanism is employed to construct sequential input samples. Given
a predefined time step length of T = 20, each input sequence is defined as

S¢ = {Xt—19rXt—1Sr ---vXt} (2)

X;represents the multivariate feature vector at time step t. The corresponding
label is assigned based on the operational state at time t + 1. This sequence-
based representation allows the model to learn dynamic system behavior over
time rather than analyzing isolated observations.

A Deep Long Short-Term Memory Autoencoder is developed to model normal
operational patterns. The encoder consists of stacked LSTM layers that
compress the sequential input into a lower dimensional latent representation.
The decoder reconstructs the original sequence from this latent vector. The
model is trained using the Mean Squared Error loss function defined as

N

1 R
MSE = NZ(Xi —X))? (3)

i=1

X,denotes the original input sequence and X;denotes the reconstructed
sequence. The Adam optimizer with a learning rate of 0.0005 is employed to
minimize reconstruction loss, and early stopping is implemented to prevent
overfitting. Importantly, the model is trained exclusively on sequences labeled
as normal, enabling it to learn stable operational dynamics while producing
higher reconstruction errors for abnormal patterns.

During inference, anomaly scores are computed using the mean absolute
reconstruction error across all time steps and features as

1 T F
ETTOTt:TXFZZIXU—)?Ul (4)
i=1j=1

Trepresents the number of time steps and Frepresents the number of features.
Higher reconstruction error values indicate greater deviation from learned
normal behavior. To determine the optimal anomaly classification threshold, a
Receiver Operating Characteristic based Youden Index method is applied. The
Youden Index is calculated as

] =TPR — FPR (5)

and the threshold that maximizes J is selected as the optimal decision boundary.
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This systematic threshold optimization enhances detection reliability compared
to heuristic threshold selection methods.

Finally, the anomaly detection outputs are integrated into a Digital Twin
environment that synchronizes real time sensor inputs with the trained deep
learning model. Reconstruction error values and detected anomalies are
visualized within the virtual representation of the water network, enabling
continuous monitoring, early warning generation, and proactive maintenance
decision support. Through the integration of temporal deep learning modeling,
optimized thresholding, and Digital Twin synchronization, the proposed
methodology establishes a comprehensive framework for intelligent real time
water infrastructure monitoring in smart city applications.

Algorithm 1 Deep Learning Based Digital Twin Anomaly Detection
Input: Training dataset D;,.in, Test dataset D;,s;, Window length T, Learning

rate
Output:
Predicted anomaly labels 9, Optimal threshold 7~
Process:
Start
Normalize dataset
X - Xmin
X =
scaled Xmax _ Xmin

Construct sequential data using sliding window
Fort =Tto N:
St = {Xe—r+1, Xe—142, o) Xi }

Train LSTM Autoencoder using normal sequences
Define encoder

hs = Encoder(S;)
Define decoder

S, = Decoder(h;)
Compute reconstruction loss

L =%z 11 Sp =S¢ 112

Update model parameters

0«06 — CIVQL
End training
For each test sequence S;:
Compute reconstruction error

Compute ROC curve
J(t) =TPR(7) — FPR(7)
Select optimal threshold
T = argmax J (1)

Classify anomaly
IfE, >1*

Je=1
Else

Je =0

Update Digital Twin state
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End

Result

The optimized Deep LSTM Autoencoder was evaluated using 2,069 time-
sequence samples derived from the test dataset to assess its ability to
distinguish between normal operational conditions and leak events. To enhance
anomaly sensitivity, the model was trained exclusively on normal operational
data so that it could learn the underlying temporal patterns of stable system
behavior without being influenced by anomalous signals. This training strategy
allows the autoencoder to reconstruct normal sequences with low error while
producing higher reconstruction errors for abnormal patterns. The anomaly
classification threshold was determined using a Receiver Operating
Characteristic based Youden Index approach, which identifies the point that
maximizes the difference between the true positive rate and the false positive
rate. The optimal reconstruction error threshold was calculated as 0.05856,
indicating the value that provides the best balance between detection sensitivity
and false alarm rate.

The classification performance of the proposed model is illustrated in figure 2,
which presents the confusion matrix of the optimized Deep LSTM Autoencoder.
The confusion matrix provides a detailed breakdown of true positives, true
negatives, false positives, and false negatives, enabling a clear evaluation of
detection effectiveness. By analyzing this matrix, it is possible to assess how
well the model identifies leak events while maintaining correct classification of
normal conditions. This visualization supports a comprehensive understanding
of the model’s behavior and highlights the trade-off between sensitivity and false
alarm generation within the Digital Twin based anomaly detection framework.

1000
490

Normal

800

Actual

- 600

- 102 285 - 400

Leak

- 200

I I
Normal Leak
Predicted

Figure 2 Confusion Matrix of the Optimized Deep LSTM Autoencoder

From the confusion matrix, the model correctly classified 1,192 normal
operational instances as normal and successfully detected 285 leak events.
These correctly identified samples represent the true negatives and true
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positives of the system, indicating that the model is capable of recognizing stable
operational behavior while also identifying a substantial portion of anomalous
conditions. However, 490 normal samples were incorrectly classified as leaks,
which are categorized as false positives. In addition, 102 actual leak events were
not detected by the model and were classified as normal conditions,
representing false negatives. These outcomes highlight the inherent trade-off
between sensitivity and specificity in anomaly detection systems.

Overall, the model achieved an accuracy of 71 percent across the test dataset.
While accuracy provides a general indication of classification performance, it
does not fully capture the model’s effectiveness in identifying minority leak
events. Therefore, additional evaluation metrics are necessary to provide a
more comprehensive assessment of detection capability. A detailed summary
of precision, recall, F1 score, and ROC AUC values is presented in table 1,
offering deeper insight into the balance between leak detection sensitivity and
false alarm generation within the proposed Digital Twin based monitoring
framework.

Table 1 Performance Metrics of the Optimized Model

Metric Value
Accuracy 0.71
Precision (Leak) 0.37
Recall (Leak) 0.74
F1-score (Leak) 0.49

ROC-AUC 0.750

As shown in Table 1, the model achieved a recall value of 0.74 for the leak class,
meaning that 74 percent of actual leak events were correctly identified by the
system. This result indicates that the proposed Deep LSTM Autoencoder
demonstrates strong sensitivity to anomalous conditions within the water
distribution network. In practical smart city water management scenarios, high
recall is particularly important because undetected leaks may result in
substantial water loss, increased operational costs, and potential infrastructure
damage. Therefore, the ability of the model to detect the majority of leak events
reflects its suitability for safety critical monitoring applications integrated within
a Digital Twin environment.

The precision value for the leak class was 0.37, indicating that a portion of
detected leak events corresponded to false alarms. While this moderate
precision reflects the presence of false positives, such behavior is common in
anomaly detection systems that are optimized for higher sensitivity. In
infrastructure monitoring contexts, prioritizing recall over precision is often a
deliberate design choice, since missing a true leak event can have more severe
consequences than generating additional inspection alerts. The trade-off
observed in the results suggests that the model is calibrated toward proactive
detection, which aligns with preventive maintenance strategies in intelligent
urban water networks.

The discriminative capability of the proposed framework is further demonstrated
by the ROC curve shown in figure 3. The ROC curve evaluates the relationship
between true positive rate and false positive rate across various threshold
settings, providing a comprehensive assessment of model separability. The
achieved AUC value of 0.750 indicates good classification performance and
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confirms that reconstruction error effectively differentiates between normal and
leak conditions. This result demonstrates that the Deep LSTM Autoencoder
successfully captures temporal dependencies in multivariate sensor data,
reinforcing its effectiveness within the proposed Digital Twin based anomaly
detection framework.

1.0q — AUC =0.750

0.8

0.6

0.4 4

True Positive Rate

0.2 1

0.0 1

T T
0.0 0.2 0.4 0.6 0.8 1.0
False Positive Rate

Figure 3 ROC Curve of the Optimized Deep LSTM Autoencoder

The model achieved an Area Under the Curve value of 0.750, which indicates a
good level of separability between normal operational conditions and leak
events. An AUC value above 0.70 generally reflects reliable classification
capability, suggesting that the reconstruction error generated by the Deep LSTM
Autoencoder provides meaningful distinction between stable and abnormal
system states. The ROC curve remains consistently above the diagonal
reference line, which represents random classification performance. This
behavior confirms that the proposed model performs substantially better than
chance and that reconstruction error serves as an effective anomaly scoring
mechanism within the Digital Twin based monitoring framework.

In addition to conventional classification metrics, the temporal detection
behavior of the model is illustrated in figure 4, which presents the real time
reconstruction error along with the detected leak events. The figure
demonstrates how anomaly scores evolve over time and how leak events
correspond to significant increases in reconstruction error beyond the optimal
threshold. Distinct temporal clusters of elevated reconstruction error can be
observed, indicating that the model captures sustained abnormal operational
patterns rather than isolated fluctuations. This temporal consistency is essential
for real world deployment in smart water distribution systems, where early
identification of persistent anomalies enables proactive maintenance and
resource optimization within the Digital Twin environment.
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Figure 4 Real-Time Reconstruction Error and Detected Leak Events

Several distinct anomaly clusters were observed throughout the monitoring
period, particularly during February, September, October, and December, where
reconstruction error values exceeded the optimal threshold. These results
indicate that the proposed Deep Learning-Based Digital Twin framework
successfully captures sustained abnormal operational patterns rather than
isolated outliers. The ability to detect temporal anomaly clusters demonstrates
the suitability of the framework for real-time deployment in smart city water
management systems integrated within a digital twin environment.

Discussion

The experimental results indicate that the proposed Deep Learning-based
Digital Twin framework demonstrates reliable capability in detecting leak events
within an urban water distribution system. The achieved recall value of 0.74
shows that the model successfully identifies the majority of anomalous
conditions, which is a critical requirement in infrastructure monitoring
applications [21], [22]. In real-world water management systems, undetected
leaks may result in significant water loss, increased operational expenses, and
gradual infrastructure deterioration [23]. Therefore, the strong sensitivity
achieved by the Deep LSTM Autoencoder suggests that the model effectively
captures abnormal temporal patterns in multivariate sensor data [24]. The ROC
AUC value of 0.750 further supports this finding by confirming that the
reconstruction error provides meaningful separation between normal and leak
conditions. These results validate that temporal sequence learning through
LSTM architecture enhances anomaly detection performance compared to
simple threshold-based monitoring approaches [25].

Although the model shows strong sensitivity, the presence of false positives
indicates that there is still room for optimization in terms of precision. In safety-
critical environments such as urban water networks, prioritizing higher recall is
often justified because missing a true leak event can cause more severe
consequences than generating additional inspection alerts [21], [23]. However,
reducing false alarm rates would improve operational efficiency and reduce
unnecessary maintenance actions [22]. The temporal analysis of reconstruction
error also demonstrates that the model detects sustained abnormal patterns
rather than isolated fluctuations, which is important for practical deployment in
real-time monitoring systems [24]. When integrated into a Digital Twin
environment, these anomaly scores can be visualized and interpreted in a
synchronized virtual representation of the physical network, enabling proactive
decision-making and predictive maintenance strategies [26]. Overall, the
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findings highlight the potential of combining deep learning and Digital Twin
technology to enhance intelligent water infrastructure management in smart city
applications [25], [26].

Conclusion

This study presented a Deep Learning based Digital Twin framework designed
for real time anomaly detection in urban water distribution systems by integrating
a Deep LSTM Autoencoder with continuous sensor data monitoring. The model
was trained exclusively on normal operational conditions to learn stable
temporal patterns and applied an ROC based threshold optimization strategy to
enhance anomaly discrimination capability. Experimental results demonstrated
that the proposed framework achieved a recall of 0.74 for leak detection and an
AUC value of 0.750, indicating reliable capability in distinguishing between
normal and abnormal operational states. These findings confirm that temporal
sequence modeling through LSTM networks effectively captures multivariate
dependencies within complex water network sensor data. Although the system
produced a moderate number of false positives, the prioritization of higher recall
aligns with the operational requirements of safety critical infrastructure, where
early leak detection is essential to prevent water loss, economic impact, and
structural degradation. The integration of anomaly detection outputs within a
Digital Twin environment further strengthens the practical contribution of this
research by enabling synchronized visualization, real time monitoring, and
proactive maintenance decision support. Overall, the proposed framework
provides a scalable and intelligent solution for smart city water management and
establishes a foundation for future enhancements through spatial modeling, cost
sensitive optimization, and explainable artificial intelligence integration.
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